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Question

What are the key trends in security standards, regulations and compliance for 2002?

Answer

In the past, managers have viewed information security as protection against hackers [ whether they are
external or internal to an organization. The reality is that the pressures organizations are now facing have
moved beyond security from the depths of an IT organization and are now receiving top-level management
and board-level attention. Organizations are moving away from the product focus of information security that
tackled questions such as “do I have the right firewall?”” and are now asking “do I have the right mixture of
people, policies, awareness and technologies?”” Managers are interested in adopting and validating
compliance to standards and defining metrics to measure and benchmark their information protection
program and compare it to what others are doing in their industry, and what level of security is appropriate
for their organization. Giga provides the following analysis on the drivers and trends in 2002 as they pertain
to security standards, regulations and compliance:

Drivers

* Legal Liability: Organizations are concerned with the liability they face if another organization
should be broken into through a lapse in their security. Adding fuel to this is scenarios such as
Exodus Communications being forced via temporary restraining orders, on three separate
occasions, to turn off Internet access to clients because the client systems were compromised and
attacking others.

* Insurance: In an effort to gauge premiums for cyber-insurance, insurance companies such as AIG
are conducting security assessments (ISO17799) against prospective clients to validate that they are
not just paying lip service to information security.

*  Regulatory/Legislation: Governments are focusing on critical infrastructure protection, particularly
in the United States. Already, we have seen security-related regulations such as HIPAA and GLB
affect the health care and financial communities. With the attacks on Sept. 11, we are seeing an even
stronger move from government to see that other industries are regulated, such as transportation,
utilities and communications.

* Investors: Stakeholders are taking a stronger interest in seeing that their investments are secure
from information security incidents. Last March, Senator Bennett (R-Utah) threatened legislation
that would force publicly traded companies to disclose their information security stature in their
SEC filings: a threat that has not moved forward with legislation at this point, but one that is gaining
significant attention nonetheless. The demise of organizations such as CDUniverse due to security
breaches haunts many.

*  Business Partners/Clients: Organizations are increasingly concerned about security exposures
through business partner and client relationships. Many organizations take it upon themselves to test
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