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GIGABIT SECURITY AND PERFORMANCE MONITORING FOR ENTERPRISE NETWORKS

THE ENTERPRISE DATA-ACCESS PROBLEM

Our customers are engineers and managers like yauopkrate mission critical, 24x7 data centers ftob@l-2000

corporations as well as government agencies, ladspitiniversities, research labs, etc. In ordeerisure security,
performance and compliance, you have to deployrigtyaof best-of-breed “out-of-band” monitoring tedncluding intrusion detection
systems, protocol analyzers, RMON probes, apptinathonitors and forensics recorders. All of thesguire non-intrusive access to
production network traffic, competing for scarceaerces such as SPAN ports and taps and resuttisignificant operational pains.

M odern enterprise networks are dominated by switchésu can no longer just plug a “sniffer” into atd port of a “shared” hub and
expect to troubleshoot the entire network. Instgad rely on SPAN ports and taps to replicatefirdbr out-of-band monitoring tools.
Moreover, in a fully “meshed” network, parallel kim are deployed between switches, routers andditevior redundancy or bandwidth
aggregation. Acquiring all packets of a sessioaroapplication is difficult with tools connectexidnly a single access point.

I n order to provide comprehensive monitoring foratgd fully meshed switched network, it is commondeploy multiple tools in a
“distributed” architecture. In other words, yoweavbliged to purchase as many distributed analyzenssors, agents or probes as
necessary to provide coverage at every criticahtpaéross the network and then backhaul replicaféc through the already overtaxed
production network into a centralized console. il/Iproviding comprehensive network-wide analysissecurity, this strategy has
shown to put an unavoidable load on the network&xpensive and inefficient, and time consumingedpldy and manage

THE GIGAVUE OUT-OF-BAND DATA-ACCESS SOLUTION

Our flagship product, GigaVUE-MP, is a revolutionanylti-link Data-Access Switch. Its primary furati is to enable

“Distributed Connectivity.” In other words, Giga\Rlis an infrastructure “data socket” for provididigtributed network

access across a fully meshed network while allovangof-band monitoring tools to remain centralizétereby letting
you achieve both cost-saving and comprehensiveragee You can use fewer tools more efficientlppposed to many tools deployed
inefficiently. As shown on the top picture on fiight, GigaVUE is a 1U rack mount modular systeffifering both 10/100/1000 copper
ports and GigE optical ports. The ports can beneoted to SPAN ports or external taps, or to srEffédDS or forensic recorders.
Optional internal tap modules are also availabléie base unit comes with a standard 10-gig stagkargin the back so that you can
expand your GigaVUE Data-Access System from 8 tatih to 40 ports and beyond, all the way to a&zt® fabric.

As shown on the bottom picture, any port can begaesdi as a Network Port or Tool Port. In this cdsar ports are assigned as
Network Ports which are on the left of the diagramd another four as Tool Ports which are the righm the other hand, you could have
assigned them as 7-to-1 or 1-to-7. It's completiglyible, completely arbitrary and can be reassdyon the fly. Connection circuits can
be made between any of the Network Ports to arthefTool Ports. Connections are virtual,

so you never have to make physical moves, addearges again. With GigaVUE, your tools

can be deployed at anytime, from anywhere, to aeyah It is as if you have put your

monitoring tools on a virtual crash cart.

M ultiple Network Ports can be aggregated, Many-tgsAnto a single Tool Port. This allows
aggregation from multiple access points, acrogsked or redundant links, or across multiple
switches so that you can reassemble a “big pipeivvor “end-to-end” view. In summary,
GigaVUE enables distributed out-of-band monitoriiog a fully meshed network without
forcing you to purchase distributed tools, thusrsgyou lots of money by delivering the same
comprehensive coverage benefits while letting yoatioue to use monitoring tools yol
already have (“Bring New Life to Your Tools”). Yaan also utilize Any-to-Many to shar
scarce access points between multiple tools; ne fiistrfights between IT and security. L

And finally, you can set hardware based bit mas&r§lon the ingress ports, to pre-filter ar ExE:]_l.

remove irrelevant traffic before aggregation to dovn on the possibility of over-subscriptior —

Or you could deploy the same filter on the egrem$spto post-filtering after aggregation t| o B

provide a customized view for each tool. Filterisgdlone with hardware on any field of th Pl m
80-byte header. Canned filters are availablelterfon IP address, subnet, MAC, VLAN, pol M, o
#, ToS bit, etc., either in absolute value or inga So in a sense, GigaVUE perforn. J" eier 7 o
“Many”-to-“Many” mapping, between your network aydur tools. And with filtering, this | [ =

mapping can be logical as well as physical. Initamdto mapping from physical network

points to physical tools, GigaVUE can collect timffom as “Many” points across the networ

as necessary to provide a comprehensive view, edidtribute the aggregated traffic to & aﬁ :D—:E ﬂ: n
“Many” tools as necessary so that each tool cdhdirivn on a particular logical slice. L e |




